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ot 03.06.2024.

MNOJIMTUKA
MB/IOY Ne29 B orHomennu 06paboTkn HHGOPMANHH H NEPCOHATBHBIX JAHHBIX

1. TepmuHb! 1 onpeeeHUA

[Tepconanbusie nannbie (I1/1H) - moOas HHPOpPMAIKs, OTHOCSIIAACH K NPSIMO A
KOCBEHHO OTIPE/IEIEHHOMY HJIM Ompe/iessieMomy dusiueckomy iy (cyosexry [1/1n).

Oneparop - TrOCYIapCTBEHHbIH OpraH, MyHHMIMIIAIbHBIA OpraH, I0PUANYECKOe WH
(u3HIECKOE JINII0, CAMOCTOATENIBHO WIH COBMECTHO C IPYTAMH JIMLAMH OPTaHM3YIOIIHC 1
(wmu) ocymectpismomue o6paGorky [1/IH, a Tawke ONpEAEIAONME LelH 00paboTKu
[1/1a, cocra I1/IH, momnexammx oOpaborke, neificTBus (OnepauyiH), COBEpIIaCMBbIe C
I1)1n.

O6paborka. [1/Jn - moboe aeiicTBue (ONMEpaIysa) HIM COBOKYIHOCTH JCHCTBHH
(oTiepalmii), COBEPIIAEMBIX C WCIIONB30BAHHEM CPEJICTB aBTOMATH3alMU Wi 0Oe3
MCTIONb30BaHusl Takux cpeacrs ¢ [1/{w, BKmouas cOop, 3amuch, CHCTEMaTU3ALMIO,
HAKOIUIGHWE, XpaHeHWe, yTOYHeHWe (OOHOBIIGHHE, M3MEHEHWE), H3BIICUCHHME,
WCITOJIb30BAHUE, nepeaavy (pacTipocTpaHeHHE, TIPeI0CTaBIICHHUE, JOCTYII),
o0e3MunBanue, OJIOKApOBAHUE, yaaneHue, yHuaToxkenue [1/1x.

AroMarmsupoBadHas o6paborka [T/l - obpaborka II[IH ¢ MOMOMIBIO CPEICTB
BBIYHCIIATEIbHON TEXHUKH.

Pacnipoctpanenne IIJIH - jeiicTBus, HampaBlieHHble Ha packpeitue [1][H
HEOIIPEICICHHOMY KpYTY JIHIL,
Ilpenocrasnenne IIJIH - feicTBUs, HANpPaBICHHBIC HA PAcKPBITHE [1Iu

ONpe/IeICHHOMY JIAILY MJTH ONPE/ICIICHHOMY KPYTY JIMLL,

Brokuposanue [1]lH - BpeMeHHOe npekpamenue o6padorku [1/1H (3a ncKmoueHuEM
caydaes, eciu 00paboTka HeoOxoauma 1t yrounenus [1/1n).

Yauuaroxkenue [1]{H - neficTBUS, B pe3ynbTaTe KOTOPHIX CTAHOBUTCS HEBO3MOMKHBIM
BoccraHoBuTh cojepxanme [1/ln B UCIIJlH u (wmm) B pe3yibTare KOTOPBIX
YHHYTOXKAKOTCS MaTepuaibHbie HocuTe u [1/1H.

O6e3nmuumuBanve IIJ]ln - J;elicTBHA, B pE3yIbTaTre KOTOPbIX CTAHOBHTCA
HEBO3MOXKHBIM 03 HCIONb30BAHMS JIOMOJHHUTENbHOW HMH(OpMAIMK  ONPEAeTuTh
npuHamiexHocTh [1/IH koHKpeTHOMY cyOBekTy T1/1H.

Tpaucrpanuunas nepenada [1/{n - nepenada [1/[H Ha TEPPHUTOPHIO MHOCTPAHHOIO
roCy/IapcTBa OpraHy BJIACTH MHOCTPAHHOTO TOCYJApCTBA, HHOCTPAHHOMY (HU3UIECKOMY
JTAILY WITH HHOCTPAHHOMY IOPUAMYECKOMY JIHILY.

2. Haznauenue 1 nmpaBoBasi OCHOBA JJOKYMECHTA

[Momatuka MBJIOY Ne29 (nanee mo texcry — IlonuTuka) onpeaenser cucTemy
B3MUISI0B Ha mpoOneMy obecneuenus GezomacHocTH I1J/lH m mpexncrasisier coGoit
CHCTEMAaTH3MPOBAHHOE M3JIOKEHUE LieNed M 3a/1a4 3al|Thl, Kak OJHO MK HECKOJIbKO
MPABIJI, TPOLEAYP, NPAKTMHECKHUX MPUEMOB M PYKOBOIAIIMX TNPUHIMIIOB B 00jacTH
MH(OPMAITMOHHOM Ge30MacHOCTH, KOTOPBIMU pykoBoacTByercss MBJIOY Ne29 B cBoeid




ATEJIILHOCTH, @ TaKkKe OCHOBHBIX [PHHLMIIOB IOCTPOEHHS, OpraHU3alMOHHBIX,
eXHOJIOTMYECKUX ¥ NPOLIEAYPHBIX acIieKToB obecrneyeHus 6€30MmacHOCTH HHPOPMALH.
3aKoHOATEIbHOM OCHOBOHM Hacrosueit [lomuTuku  SIBJISIFOTCA

, , , @eepaibHbI 3aKOH OT
27.07.2006 Ne 152-®3 «O mnepcoHanbHBIX JaHHBIX», Demepanbubpiii 3akoH PP ot
27.07.2006 No 149-®3 «O6 undopmaimu, UHGOPMALMOHHBIX TEXHOJOTHAX M 3aLLUTE
uH(pOpMALMI), 3aKOHBI, YKa3bl, IOCTAHOBJICHUS, JPYIHWe HOPMATHUBHBIE JOKYMEHTHI
AeHiCTBYIONIEro 3akoHoaarenscTsa Poccuiickoit ®eepatmu, gokymentst ®CTOK u ®Chb
Poccun.

HUcnonp3zoBanue gaHHOW IloJMTHKM B Ka4eCcTBE OCHOBBI Ui TIOCTPOCHHA
KOMIUIEKCHOM cucTeMbl MH(pOpMarmoHHoi GezomacHoct undopmamuu MBJIOY Ne29
[103BOJIUT ONITHUMU3UPOBATH 3aTPaThl HA €€ TIOCTPOCHUE.

ITpu paspaborke I[lonMTHKKM YYWTBIBAIKCH OCHOBHBIC TIPUHLIMIIBI CO3JIAHUS
KOMIUTEKCHBIX cHCTeM ofecriedeHus 0e30macHOCTH HMH(OpPMALMK, XapakTepUCTHKH U
BO3MOXKHOCTH OPraHM3alMOHHO-TEXHHYECKMX METO/I0B ¥ COBPEMEHHBIX ammaparHo-
MPOrpaMMHBIX ~ CPEACTB  3aUUTHI M NPOTHBOACHCTBHS  yrpo3am  0€30MacHOCTH
UH(pOpMALIUH.

OcHoBHble mnoiokeHust [lomuTuky O0a3MPYIOTCS HAa KA4YE€CTBEHHOM OCMBICIICHMH
BONPOCcOoB Ge30MacHOCTH MH(OPMALMM M HE 3aTparMBalOT BOIPOCOB 3KOHOMHYECKOTO
(KOJMIMIECTBEHHOr0) aHaM3a PUCKOB M 00OCHOBaHMA HEOOXOOMMBIX 3aTpar Ha 3alUTY
AHPOpMALIH.

3. OcHOBHBIMH 00BEKTaMH cHcTeMBI Oe3omacHocT nHpopmarmu B MBJIOY Ne29
ABJISIIOTCS:

— WH(OPMALMOHHBIE PECYPCHl ¢ OTPAHMYEHHBIM JOCTYIOM, coxepxamme [1/1H u
CONMYTCTBYIONIYK0 MH()OPMALMIO, HE COCTABISIIONIYIO IOCYJAPCTBEHHYIO TalHY, B TOM
yHclie O PONMBLIMXCS W 3apPErMCTPUPOBAHHBIX 10 MECTY JKMTEILCTBA OOYYArOIIMXCS, a
TaKKE CBEIICHUs 000 BCex dTanax o0yueHus JeTei,

— npoueccsl 06paboTku MHpOpMaimu B HHpOpMAIMOHHBIX cucTeMax MBJIOY
No29 | uH(OPMALMOHHBIE TEXHOJOTHH, PETTIAMEHTHI M MPOLEAypsl cOopa, 00paboTki,
XpaHeHHss W Tepefadd WHOOPMALMM, TIEPCOHANl TI0JB30BATENEH CHUCTEMbI H €€
00CTyKUBAIOLIHIA TIEPCOHAI,

— undopmaiMonHas WH(PACTPYKTYpa, BKIOHAIOMAs CHCTeMbl 00paboTku H
aHaIM3a MH(OPMAIMK, TEXHMYECKUE M POrpaMMHbIE CPEICTBA €€ 00paboTKH, repeiaiu
1 OTOOP&@KEHHUsI, B TOM YHCIIe KaHAIbl MHPOPMALMOHHOr0 OOMEHA 1 TEICKOMMYHUKALHHY,
CHCTEMbI M CPEACTBA 3amUThl MH(OpMaluH, OOBEKTBI W TOMEHICHHS, B KOTOPBIX
PACIIOJIOKEHBI TEXHHUECKHE CPeICTBA 00paboTKH HHpOPMALHH.

4. IaTepechl 3aTparuBaeMsIX Cy0bekToB MH(OPMALIMOHHBIX OTHOICHHIA

Cy6bekraMy MH(POPMAIMOHHBIX OTHOIIEHMH Tpu ofeciedeHun 0e30macHOCTH
uapopmaru MBAOY Ne29 saBistrOTCSA:

— MBAOV Ne29 |, kak coOCTBEHHMK WH()OPMALMOHHBIX PECYPCOB U TEXHHYCCKUX
cpencts odpaboTka nHGOpMALUH,

— CyOBeKThl  TEPCOHANBHBIX JaHHBIX, B TOM 4HCIE pOJMBINMEC M
3aperuCTPHPOBAHHBIE [0 MECTY XKUTENIBCTBA (00ydarommecs).




[Tepeunciennpie CyOBeKkThl HMH(OPMAIMOHHBIX OTHOIICHHI 3aWHTEPECOBAHBI B
-obecreueHuu:

— CBOEBPEMEHHOI'0O J0CTYyIA K HEOOX0MMOI MH(OpMAITHH (JOCTYITHOCTS ),

— JDOCTOBEPHOCTH  (TOJIHOTBI,  TOYHOCTH,  QNEKBAaTHOCTH,  LIEJIOCTHOCTH)
UH(pOpPMALTHH;

— KOH(UICHIMAIBLHOCTH (COXpAHEHHUS B TaifHe) MH(pOPMALHH;

— 3aIIUTBI  OT HABA3BIBAHMA MM JIOKHOH (HEJOCTOBEPHOM, WCKAXKEHHOM)
uH(pOpMalUK;

— pPa3rpaHMYCHHS OTBETCTBEHHOCTH 3a HApYIICHHUS UX IMpaB (MHTEPECOB) H
YCTaHOBJIEHHBIX NIPaBWI1 o0paieHus ¢ nH(opMaluei;

— BO3MOXXHOCTH  OCYIIECTBJICHHS HENPEPBIBHOIO KOHTPOJIS W yIPaBJIeHHS
nporeccaMu 00paboTKH U nepeaavr UHGOPMAIHH;

— 3aIIUTHI HH(OPMAIMK OT HE3aKOHHOT'O PACTIPOCTPAHEHHS.

4.1. Ilenu 3ammTh

OCHOBHOM 1ENbIO, Ha JOCTWKEHHE KOTOPON HAMpaBIEHBl BCE TOJIOKEHHS
HacTosmei Iloourukm, sBasercs 3ammra CyOBEKTOB HMH()OPMAIMOHHBIX OTHOIIEHMIA
MBJIOY Ne29 ° oT BO3MOXHOrO HAaHECEHHWS WM MaTepHANbHOTO, (H3HYECKOrO,
MOpanbHOr0 WM WHOrO yiiepda, MOCPEACTBOM CHYyYaHOrO WM TMPEIHAMEPEHHOro
BO3/IeHCTBHS HAa MH(OPMALMIO, KX HOCHTEIH, MPOIIECCH 00pabOTKH 1 IepeIadm.

VYKazaHHasg LeTb JOCTHUTAETCAd IOCPEACTBOM OO0ECTIECYEHUS M I[OCTOSHHOrO
NOIIEPIKAHUSA CIICIYIOIIMX CBOMCTB MH(OPMAIHH:

— JOCTYIIHOCTH JUIs JIErAJIbHBIX NOJIb30BaTENeH (YCTONYMBOrO (hyHKIIMOHUPOBAHMS
uH(popmaronHbXx cucteM MBJIOY  Ne29, npu  KOTOPOM TONB30BAaTeNId  HMMEIOT
BO3MOXKHOCTh MOTy4E€HHS HEOOXOAMMONW MHPOPMAIIMK U PE3YJIbTATOB PEINEHHUS 3a/1a4 3a
NIPHEMJIEMOE /ISl HUX BpeMs);

— HETOCTHOCTH M ayTEHTHYHOCTH (1oaTBepkaeHue aBTopeTBa) [1/IH, XpaHUMBIX U
oOpabarbiBaeMbiX B HH(OpManmoHHbIX cucremax MBJIOY Ne29 u mepemaBaeMoii 1o
KaHaJlaM CBS3H;

— KOH(QUICHUMAILHOCTH - COXpaHeHHWs B TaliHE ONpPEJNENeHHOH  YacTH
HH(OpMaLIUK, XPaHUMOIi, 06pabaTeIBacMOli U MIEPEIABAEMOIi 10 KaHAIAM CBS3ML

HeoOxonumblii  ypOBEHb JOCTYNHOCTH, LEMOCTHOCTH W KOH(MIECHIMATLHOCTH
uH(popmalu  o0ecreynBaeTcs COOTBETCTBYIOIIMMH MHOMKECTBY 3HAYMMBIX yIpPO3
METOJIaMH M CPEJICTBAMM.

4.2.  OcHoBHbIE 321241 CHCTEeMBbI 0OecriedeHus 6e3011acHOCTH HHMOPMAIHA

Jlns JOCTIKEHMSI OCHOBHOM LIeNM 3alUThl M 00ECTIeYEHHS YKA3aHHBIX CBOWCTB
uHpopManmu cucteMa obecredenus uHpoOpMamMOHHON OGesomacHocTy MBJIOY Ne29
JI0JoKHA obecrieurBarh 3(POEKTUBHOE pEeUICHHE CIIEAYIOMMX 3a/1a4;

— CBOCBPEMEHHOE BbIABJICHHWE, OLEHKA M TPOTHO3UPOBAHHE HMCTOYHMKOB YIpo3
MH(OPMAIMOHHOH 0€30MacHOCTH, NPUYMH W YCIOBHM, CHOCOOCTBYIOMIMX HAHECEHHIO
ymepba 3auHTEpECOBAHHBIM CyOBEKTaM HMH(OPMAIMOHHBIX OTHOIIECHHH, HApyLICHUIO
HOPMAaJILHOI'O ()YHKIMOHHUPOBAHUS HH(POPMAIIMOHHBIX CHCTEM,

— CO3/IaHME€ MEXaHW3Ma OIEPaTHBHOTO PEArHpOBAHUS HA YIPO3bl 0E30MaCHOCTH
HH(OPMALXA M HeraTUBHbIE TEH/ICHIIHH,




— CO3/1aHHME YCJIOBMH JUIi MUHUMM3ALMKM M JIOKAIW3AlMH HAHOCHMMOro yuiepoa
HETIPAaBOMEPHBIMU ~ JEHCTBUSAMU (PU3MYECKUX U IOPHIMYECKMX JIML, ocialieHue
HEraTMBHOIO BIMSHUS M JIMKBUJAIMS TOCNE/ACTBUN HapylleHuss Oe30MmacHOCTH
uH(pOpMaIHH;

— 3aIIUTy OT BMEMIATENIHCTBA B MpoNece (PYHKIMOHUPOBAHUS MH(OPMAIMOHHBIX
CHCTEM IMOCTOPOHHMX JHI[ (AOCTYN K HH(OPMALMOHHBIM pECypcaM JODKHBI HMETh
TOJIBKO 3apErUuCTPUPOBAHHBIE B YCTAHOBJICHHOM IOPSIKE MOJIb30BATEIIH),

— pasrpaHMYEHHE AOCTyNa II0Jb30BaTeNneii K HMH(OPMALMOHHBIM, alllapaTHBIM,
nporpaMMHeIM U UHBIM pecypcam MBJIOY Ne29 (BO3MOXKHOCTB 0CTYNa TOJBKO K TEM
pecypcaM U BBINIONHEHWS TOJNBKO TeX OMepaluii C HHUMH, KOTOpble HEOOXOIUMBI
KOHKPETHBIM I10JIb30BATENISAM JUIsl BLITIOJIHEHHS CBOMX CIIyKeOHBIX 00A3aHHOCTEH), TO €CTh
3a0IMTY OT HECAHKLMOHHUPOBAHHOTO J0CTYIA;

— o0ecreueHne ayTeHTH(HUKALIAN TI0JTb30BaTENCHH, y4acTBYIOIIMX B
HHPOPMATMOHHOM OOMEHE (TIOATBEPXKICHHE MOTHHHOCTH OTIPABUTENS M IOJydaTess
uH(OpMALIHK),

— 3aI0UTy OT HECAHKIMOHMPOBAHHOM  MOAMQUKALMM  MCIONB3YEMBIX B
uH(popMaoHHLIX -cucreMax MBJIOY Ne29 mporpaMMHBIX CPEACTB, @ TaKXKe 3allUTy
CUCTEMBI OT BHEJPCHUS HECAHKIMOHUPOBAHHBIX IPOrpamMM, BKJIHOYAs KOMIBKOTCPHBIE
BHPYCHI;

— 3aIUTyY UH(OPMALUK OrPAaHUYEHHOT0 MOJIb30BAHUA OT YTEUKH N0 TEXHHYECKUM
KaHajam 1pu ee 00paboTke, XpaHEeHUH U Niepeade Mo KaHaaaM CBSA3H.

4.3,  (OCHOBHBIE IIYTH PELICHUS 3a1a4 CUCTEMBI 3aUTHI

[TocraBneHHbIE OCHOBHBIE 1€V 3AIUATH M PENICHUE TIEPEUUCICHHBIX BBIIIE 337124
JAOCTUIAKOTCS:

— CTPOTMM Y4YE€TOM BCEX MNOJIEKAINUX 3aLIUTE PECYPCOB HH(POPMAIIMOHHBIX CHCTEM
MBZIOY Ne29 (unpopmarmu, 3aj1a4, JOKYMEHTOB, KaHaJIOB CBS3H, CEPBEPOB,
AaBTOMATU3UPOBAHHBIX PabOUYNX MECT),

— KYPHAJIMPOBAHUEM JICHCTBUI NEPCOHANA, OCYILECTBIISIOIEr0 00CIyKUBAaHUE U
MOAA(UKAIMIO IPOTPAMMHBIX M TEXHHYECKMX CPEJICTB MH(POPMALHOHHBIX CHCTEM;

— TOJHOTOM, peanbHON BBIMOJIHUMOCTBIO M HENPOTHUBOPEYMBOCTHIO TpeOoBaHMA
OpraHM3alMOHHO-PACHOPSAUTENbHBIX  JIOKyMeHTOB  MBJIOY  Ne29 mo Bompocam
obecrieuenus 6e30macHOCTH UHPOPMALIIH;

— MOATOTOBKOM  JOIDKHOCTHBIX  JIMI[  (COTPYAHMKOB), OTBETCTBEHHBIX 32
OpPraHM3alMi0 H OCYINECTBIICHWE NPAKTUICCKHX MEpPOIpUATHIl 10 00ECIeYeHHIO
Oe3zomacHocTH I1/IH 1 nporieccoB ux 00pabOTKH;

— HAJEJICHHEM Ka)KJ0ro COTPYAHHKA (NOIb30BATEN) MUHUMAIBHO HEOOXOIMMBIMH
JUISL BBITIOJHEHMSI MM CBOMX (PYHKIIMOHAIBHBIX 0053aHHOCTEH MOIIHOMOYHUAMH 110 JOCTYITY
Kk MHpOpMaIMoHHEIM pecypcam MBJIOY Ne29;

— YETKUM 3HAHMEM M CTPOruM  COONIIOJICHHEM BCEMHM  T0JIb30BATEISAMHU
uHpopmaimonnsix  cucreM  MBJIOY  Ne29  tpebGoBanmit  opraHM3anMOHHO-
PacIIOPAAUTENBHBIX JOKYMEHTOB 110 BOIIpOcaM olecredeHus 0e30nacHOCTH HH(OPMALHH;
— TMEPCOHAIBHON OTBETCTBEHHOCTBIO 33 CBOM JACHCTBHUS KaXI0T0 COTPYIHHKA, B

paMKax cBOMX ()YHKIMOHANBHBIX 00S3aHHOCTEH MMEIOIIEro JOCTYI K HH()OpMAIOHHBIM
pecypcam MBJIOY Ne29;




, — HEMpEphIBHBIM  TOUiep)kaHieM  HeoOXOIMMOro  YpOBHs  3alMLICHHOCTH
ANIEMEHTOB UH()OPMALIIOHHOM CPEJIbI,

— IpHMEHEHHeM (U3MYECKMX U TEXHHYECKHX (IPOrpaMMHO-aNmaparHbiX) CPeCcTB
3aIIMTHL  PECYPCOB CHCTEMbI M HENPEPHIBHOM aJMMHMCTPATHBHOW TO/UVICPIKKOM HX
WCTIONb30BAHMA;

— 3(p(PEeKTUBHBIM KOHTPOJIEM HaJl cO0JIH0IEHHEM N0JIb30BATEIAMH
nHMOPMAIMOHHBIX PECYPCOB TpeGoBamuii 1o obecnedeHnio Ge30nacHoCTH HH(OpMaLH;

— JopUIMUECKOl 3ammroii uHTepecoB MBAOY Ne29 mnpu B3aUMOJCHCTBHM C
BHEIIHMMH OpraHu3alysaMy (CBS3aHHOM ¢ 00MEHOM MH(OPMAIEii) OT IPOTHBONPABHBIX
JeMCTBH, Kak CO CTOPOHBI JTHX OpraHu3almi, TaKk ¥ OT HECAHKIMOHMPOBAHHBIX
JAeMCTBUI 00CTY)KMBAIOIIET0 NIEPCOHANIA M TPETHHUX JIHIL.

5. ITocTpoeHue cucTeMsl, obecriedenne GezonacHoctr uudopmann MBIOY Ne29
U ee (PYHKIMOHUPOBAHHE MODKHBI OCYIIECTBIATHCS B COOTBETCTBHM CO CIEAYHOIMMMH
OCHOBHBIMH MPUHIIMITAMU:

5.1. 3akoHHOCTb

TTpeanonaraer OCYMECTBCHHE 3AIIMTHBIX MEPONPUATHH W pa3pabOTKy CHCTEMBbI
GesomacHocTn  mHGopMammd  MBJIOY  Ne29 B COOTBETCTBHHM C  JICHCTBYIOLIUM
3aKOHO/1ATEILCTBOM B 00JIACTH 3allUTHI MH(OPMALIMH, a TAKKE APYTUX 3aKOHOAATEIBHBIX
aKkToB 110 Ge3omacHOCTH MHpopMaiy PO, ¢ MPUMEHEHHEM BCEX 03BOJICHHBIX METOIOB
o6HapyKeHHs ¥ MPECEUeHHs paBoHapyIIeHuii mpu pabore ¢ unpopmaimeit. [IpuHaTHE
Mephl Ge3omacHocTd [1JIH HE JODKHBI NPENATCTBOBATH JOCTYITY MPABOOXPAHMTEIbHBIX
OpraHoB B TIPEIYCMOTPEHHbBIX 3aKOHOAATEILCTBOM ClIydasX.

Bce mosp30BaTeny HHPOPMALMOHHBIX CUCTEM JOJDKHBI MMETh IPEACTaBjIeHUe 00
OTBETCTBEHHOCTH 32 NPABOHAPYLICHHS B 00JIACTH 3alIUTHI HH(POPMALIHH.

5.2.  CuHCTeMHOCTb

CHCTEMHBIN TIO/IX0/I K TOCTPOEHHIO CHCTEMSBI 3amuThl uHpopmammu B MBJIOY
Ne29 mpemnonaraer  y4eT BCEX  B3aMMOCBA3AHHBIX,  B3aUMOJCHCTBYIOIMX W
M3MEHSIOIUXCA BO BPEMEHH DJIEMEHTOB, YCIOBUM M (AKTOpOB, 3HAYMMBIX UL
MOHMMAHHS U peleHns npo6ieMs oGecieueHnst 6e30MacHOCTH HHPOPMAITAH.

TIpu CO3/IaHMM CHCTEMBI 3ALMTHI JAOJUKHBI YYHTHIBAThCA Bee cialbbie W Hanbolee
yS3BHMBIE MeCTa MH(QOPMALMOHHBIX CHCTEM, a TAKXKe XapaKTep, BO3MOXKHBIE 00BEKTHI 1
HANpaBJieHHs  arak Ha  Hee  CO  CTOPOHB  Hapymmresnedl  (0coGeHHO
BBICOKOKBATHU()UIIMPOBAHHBIX 3JI0YMBIIILUICHHUKOB).

CucreMa 3aIuThl JO/DKHA CTPOUTHCS C YUETOM HE TOJIBKO BCEX H3BECTHBIX KAHAIOB
NPOHHUKHOBEHHS M HECAHKIMOHMPOBAHHOIO JOCTYIa K HH(OPMALMH, HO U C y4ETOM
BO3MOYKHOCTH  TOSBJICHHMS NPHHLMIMANBHO HOBHIX IyTed peanu3auyu  yrpos
0€301acHOCTH.

5.3. KoMruiekCHOCTb




>

COMIUIEKCHOE MWCIIOJIb30BAHME METOJOB M CPEACTB 3alUThl KOMIBIOTEPHBIX CHCTEM
MpeAroNaraeT COrJTACOBAHHOE NPHMEHEHHE PA3sHOPOIHBIX CPEJACTB MPH TOCTPOCHNH
EIOCTHOM CHCTEMbI 3aIUTHI, TIEPEKPHIBAIONIEH BCE CYHICCTBEHHbIE (3HAYMMBIE) KaHAIIBI
peanuzaluu yrpo3 M He COJepKamel cmaObix MeCT Ha CThIKAaX OTICIBHBIX ©¢
KOMIIOHCHTOB. 3allliTa J0JLKHA CTPOMTHCS JMIETOHUPOBAaHO. BHeNmss 3amura A0JDKHA
obecneunBarbes (PU3MIECKUMH CPEJICTBAMHE, OPraHM3allMOHHBIMA U IPABOBBIMU MEPAMH.

5.4. HenpepbIBHOCTH 3aIIHUTHI

OGecriedenre  6GE30MACHOCTH  MH(OpMAIMKM -  TPOIECC,  OCYHIECTBISEMbIi
pykooacteoM MBJIOY  Ne29, axMuHuCTparopoM Ge30nacHOCTH HHOpMAIKH 1
COTPY/IHUKAMH BCEX YPOBHEH. DTO HE TOJBKO ¥ HE CTOJNBKO NPOLEAYPa WK IOJINTHKA,
KOTOpas OCYIIECTBISIETCS B ONPE/IE/ICHHbIH 0TPE30K BPEMEHH WM COBOKYITHOCTH CPE/ICTB
3aIUTHI, CKOJIBKO IPOIECC, KOTOPbIH JOMKEH MOCTOSHHO HATH HA BCEX YPOBHAX BHYTPU
MBJIOY Ne29 u xax/Iplif COTPYAHMK IO/DKCH MPUHUMATh Y4acTHE B OTOM IPOLECCE.
JleATeNbHOCTD 10 00ecne eHNI0 MH(OPMAIMOHHOK Ge30MacHOCTH SBIISETCS COCTABHOM
4acThIO MOBCEIHEBHOM aestenbHocTH MBJIOY Ne29. U ee 3 (exTUBHOCTh 3aBUCHT OT
yyactus pykosouctsa MBJIOY Ne29 B oGecriedeHnn MH(OPMAITOHHOK 0e30MacHOCTH
uH(pOPMALHH.

Kpome TOro, GOJBUIMHCTBY (M3MUECKHX W TEXHHYECKHX CPEICTB 3AlUTHI JUIA
3((PEKTUBHOrO BHIIIOIHEHHS CBOUX (YHKIMI HEOOXOANMA TTOCTOAHHAS OpraHu3alMOHHAsA
(aIMHHECTpATHBHASA) MO/JIEPXKKA (CBOEBPEMEHHAsi CMeHa U 00eCreueHne NpaBUIbHOrO
XpaHEHHs W TIDUMEHEHWs WMEH, Mapoleii, Tepeonpe/esieHie MOTHOMOYUH | T.IL).
ITepepsibl B pafoTe CPEACTB 3AIIMTHI MOTYT OBITH HMCIIOJIB30BAHBI 3J0YMBIIIICHHAKAMH
JUISL aHAJM3a TIPUMEHSIEMBIX METO/I0B W CPEJICTB 3ALIMTHI, VI BHEAPEHUS CTEIHATbHBIX
IPOrpaMMHBIX M AIIapaTHbIX "3aKIaJ0K" ¥ APYTrUX CPeJICTB MPEOIOJICHHS 3AIIUTHI.

5.5. CBOEBpPEMEHHOCTH

[IpearonaraeT  yNpeKAAOMMA  Xapakrep Mep obecnedeHus —0e30macHOCTH
uH(OpPMALMK, TO €CTh TOCTAHOBKY 33]1a4 10 KOMILIEKCHOH 3amure HHpOpMAIWMH M
peamm3ammio Mep oOecredeHus 0€30MacHOCTH HMH(OPMALMM HA PaHHMX  CTaIMsIX
pa3paboTky MH(OPMAIMOHHBIX CHCTEM B IIEJIOM U UX CUCTEM 3allUThI, B 4ACTHOCTH.

Pa3pa6oTKka CHCTEMBI 3aIMThl JOJDKHA BECTHCh MapajuleibHO ¢ pa3paboTKod u
pa3BUTHEM CAMMX 3alIMIIAEMBIX HH(OPMAIMOHHBIX CHCTEM. OTO IO3BOJHMT Y4Y€CTh
TpeGoBaHus 0€30MACHOCTH TPU MPOCKTUPOBAHUM APXUTEKTYPhI M, B KOHETHOM CHETE,
co3ath Gosee Hh(EeKTHBHBIE (KaK 10 3aTparaMm PecypcoB, TaK U 10 CTOHKOCTH) CHCTEMBI,
o61aaromuMe J0CTaTOYHBIM YPOBHEM 3AIUIICHHOCTH.

5.6. IlpeeMCTBEHHOCTb U COBEPIIEHCTBOBAHNE

[Tpearonaraer MOCTOSHHOE COBEPIIEHCTBOBAHUE Mep ¥ CPEICTB  3allUThI
yH(OPMALIIH HA OCHOBE TIPEEMCTBEHHOCTH OPraHM3AIMOHHBIX M TEXHHYECKHX PEIICHUH,
KaPOBONO COCTABA, aHANM3a (YHKIMOHMPOBAHWS WH(MOPMALMOHHBIX CHUCTEM MBAOY
Ne29 ¥ CHCTEMBI MX 3allMTBI C YYETOM M3MEHEHWI B METO[AaX M CPEACTBAX IIEPEXBATa
uH(pOpMALMK, HOPMATHUBHEIX TPeOOBAHMI 1O 3alUTE, JOCTHIHYTOr0 OTEYECTBEHHOTO M
3apy0eXKHOTO OIBITA B 3TOH 00IAaCTH.

5.7. PasymHas JIOCTaTOYHOCTb (IKOHOMMYECKas 11e1€CO00Pa3HOCTD)

[IpeamonaraeT COOTBETCTBHE YPOBHS 3arpar Ha ofecriedeHne 0e30MacHOCTH
MH(OPMALMA HEHHOCTH MH(OPMAIMOHHBIX PECYPCOB H BEIHYMHE BO3MOXKHOIO ymep6a
OT WX Pa3TJIAIIEHNs, YTPAThl, YTEUKH, YHHUTOKEHUS M UCKKEHMS. FICTomb3yeMble Mepbl




4 cpencrBa obecriedeHust 0€30MacHOCTH HMH(OPMALMOHHBIX PECYPCOB HE JIOJDKHBI
~ 3aMeTHO  yXy[marh  SPrOHOMHYECKHE  IOKasareqd  padoThl  KOMIIOHEHTOB
HH(OPMAIMOHHBIX CHCTeM. M3iimHue Mepbl 6€30macHOCTH, TMOMHMMO SKOHOMIYECKOM
Hed(PEeKTUBHOCTH, IPUBOIAT K YTOMICHHIO H Pa3IPAKCHUIO MepcoHaa.

Co3zare  abCOMIOTHO  HENPEOJOTMMYIO CHCTEMY  3AIIUTHl  IPUHIMIHMATBHO
HEeBO3MOXKHO. [Toka wHpOpMaLis HAXOAUTCA B OOpAIEHUY, IPHHUMACMbIC MEPbI MOTYT
TOJBKO CHH3WTh BEPOATHOCTh HEraTHBHBIX BO3ACHCTBMI WM ymepOd OT HHMX, HO HE
WCKJIFOYUTH UX MOJTHOCTBIO. [IpH 10CTaTOYHOM KOJUYECTBE BPEMEHH M CPE/ICTB BOZMOKHO
npeogoneTh o0y 3ammry. [lodToMy HMeeT CMBICH pPaccMaTpuBaTh HEKOTOPBIi
[pUEMIIEMBIH  ypoBeHb oOecrmedeHus Oe3omacHOCTH. BricokoadpexTuBHas cucreMa
3aIIUTHI CTOMT JOPOro, UCTIOIB3YET NPH paboTe CYMIECTBEHHYIO YacTh PECYPCOB M MOXKET
€03/1aBaTh ONIYTHMMBIE JOMOJHUTEILHBIC HEYI00CTBA MOIb30BaTENAM. BaxHO MpaBUIbHO
BLIOpATh TOT JOCTAaTOMHBIA YPOBEHb 3alllUThl, [PHA KOTOPOM 3aTparbl, PUCK U pasMep
BO3MOXHOT0 yniep6a ObL11 Obl IPHEMIIEMBIMH.

5.8. IlepconanbHasi OTBETCTBEHHOCTh

IIpeamonaraer BO3JIOKEHHE OTBETCTBEHHOCTH 3a o0ecredeHue Oe€30MacHOCTH
uH(pOpMAIMH ¥ CHCTeMbl MX 00palOTKM HAa KKAOrO0 COTPYAHMKA B Mpelenax ero
MOJHOMOUMIA. B COOTBETCTBMMU € 3THM MPUHIIMIIOM pACIpe/ie/ieHHe IPaB U 00A3aHHOCTEN
COTPYJHUKOB CTPOMTCH TakuM 00pa3oM, 4ToObl B Ciy4ae J000ro HapyIIeHHs Kpyr
BHHOBHHMKOB ObLJI YETKO U3BECTECH WM CBEICH K MUHMMYMY.

5.9. MuHUMH3ALASA TOJTHOMOYHIHA

O3Ha4aeT MPeAOCTaBICHHE TI0Jb30BATENSIM MHHHMMAIbHBIX TIpaB JIOCTyINa B
COOTBETCTBMM CO CIyXkeOHON HeoOXomuMocThio. JlocTyn K HMHpOpMAaLMM J0JDKEH
NPeJOCTABIATLCA TOJIBKO B TOM Cliydae ¥ 00beMe, €CITH 3T0 HEOOXOMMO COTPYTHHUKY IS
BBITIOJIHEHUS €0 JOJKHOCTHBIX 005S3aHHOCTEMH.

514, Hckmouenne KOH(IMKTa HHTEPECOB (pazeneHue QyHKipmit)

D¢dexrusnas  cucremMa  obecriedeHus ~ MHOOPMALMOHHON  0€30MACHOCTH
TPEATIONAraeT YeTKOe pasielieHiue 00S3aHHOCTEH COTPY/IHUKOB H HCKITIOYEHHE CUTYAIHi,
Korja cepa OTBETCTBEHHOCTH COTPYIHMKOB IOMyckaeT KOH(GMKT murepecos. Cdepbi
NOTEHIHATBHBIX KOH(JIUKTOB JIOMKHBI BBISBIATHCS, MUHUMM3UPOBATHCS, U HAXOTUTCA
MOJ CTPOTMM HE3aBUCHUMBIM KOHTpoJeM. Peanusaims QaHHOrO NMPUHIAIA MPE/Ioaraer,
YTO HE OJIMH COTPY/HHUK HE JODKEH UMETh MOJTHOMOYHHA, NO3BOJIAIONINX €My STHHOTHIHO
OCYINECTBIATh  BBHINOJIHEHHE KPUTHUYHBIX — omepaumi. Hajenenwe  COTPYAHHKOB
NOJTHOMOUYMAMHY, TIOPOKIAIONIMMH  KOH(JIUKT HHTEPECOB, [aeT €My BO3MOXKHOCTh
110/ITACOBBIBATH MH()OPMALMIO B KOPBICTHBIX LIEJSAX WM C TeM, 9TOOBI CKPHITh MPOOJIEMBI
WM TIOHECEHHbIe YOBITKH. JIsi CHIOKEHHS PUCKA MaHMITYJMpoBaHus HH(OpMaLmen H
pHCKa XMIIEHHS, TAKHE TIOJIHOMOYHS JOJDKHBI B MAKCHMATBHO BO3MOXKHOM CTENEHU ObITh
paszienenbl MEXKIY PasiMYHBIMU COTPYIHMKAMM WIM NOAPA3JCICHUAMHA YTIPABICHHS.
HeoGX0AUMO NPOBOIMTH IEPUOJHUECKHE TIPOBEPKH 00M3aHHOCTEH, (yHKUMA |
NEATEILHOCTH COTPY/IHMKOB, BBIIOIHAIOMMX KIOUEBbIE PYHKIMH, € TEM, YTOObI OHU HE
MMETHA BO3MOMKHOCTH CKPBIBATh COBEPINCHHE HEMpPaBOMEPHbIX JAekcTBuil. Kpome Toro,
HEeOOXO/IMMO TPHHMMATh CIICIHANbHBIE MEphl 10 HEJONYIIEHHIO CroBOpa MEKAY
COTPYJHUKAMH.

5.11. B3aumojelicTBHE U COTPYIHAYECTBO



IIpeamonaraer coznanue GinaronpusitHoii arMocepst B kouiekTiHBe MBJIOY No29
" B taKkoif 06CTaHOBKE COTPYJHHKM JOJKHBI OCO3HAHHO COOJIIONATh YCTAHOBICHHBIE
MpaBujia W OKa3blBaTh CONCHCTBHE JEATEIBHOCTH aJAMHHHCTpaTopa 0€30macHOCTH
HH(OpMAITHH.

BaknbeiM  3neMeHTOM  3((eKTUBHOM cHCTeMBl ofecrieueHHs 0e30macHOCTH
uHpopMa B MBAOY Ne29 siBisieTcst BHICOKas KyJbTypa paboThl ¢ MH(OPMALMEN.
PykoBoactBo MBAOVY Ne29 HeceT OTBETCTBEHHOCTb 3a CTPOroe COOJIONEHHE STHIECKHX
HOPM M CTaHJapTOB TMPO(ECCHOHANBHON  JEATeNbHOCTH, IOAYEPKUBAIOIIEH |
JNEMOHCTPHPYIOIEH  IIEPCOHANY HAa  BCEX  YPOBHAX  BAXKHOCTH  obecTICUEHHS
uHpopmManuoHHoi Oe3zomnacHocT MBAOV Ne29. Bcee corpyauuku MBAOY Ne29
JODKHBI  TOHMMarbk CBOK) POJIb B Iporecce obecnedeHus HHQOPMALMOHHOM
0e30nacHOCTH M MPUHHUMATH Y4acTHe B 3TOM mporecce. HecMoTps Ha To, 4TO BBICOKas
KyabTypa  oOecnedeHus — MH(pOpMarMOHHOM  0e30mMacHOCTM  HE  rapaHTUpyer
ABTOMATHYECKOI'0 JOCTHIKEHUS LIENIEH, €€ OTCYTCTBHME CO3/1aeT 0OJIbIIE BO3MOXHOCTEH JIst
HapyuieHus 6e30MacCHOCTH WK He 0OHapykeHHs (PaKTOB ee HapYIICHHUS.

5.12. I'ubKOCTb CHCTEMBI 3aIIUTHI

Cucrema obecrieueHuss MHPOPMALMOHHOKH 0€30MacHOCTH J0/UKHA OBITH Crioco0Ha
pearupoBaTh Ha M3MEHEHHs BHEUIHEH CpeIbl U YCIOBUI OCYIIECTBICHUS YIIPaBJICHHUEM
CBOEH JIEATENbHOCTH. B 4rCII0 Takux U3MEHEeHU BXOJIAT:

— U3MEHEHHs OPraHU3alMOHHOMN U ITaTHOM cTpykTypsl MBJIOY Ne29;

— M3MEHCHHME  CYIIECTBYIOIIMX WJM  BHEAPEHWE MPUHIMIHAIGHO  HOBBIX
UH(POPMAIIMOHHBIX CHCTEM;

— HOBBIE TEXHUYECKHE CPEICTBA.

CsoiicTBO rubKOCTH cuCTeMbl oOecriedeHus HWH(POPMAIMOHHONM (E30MaCHOCTH
n30aBIgeT B TaKUX CUTYaIUsX OT HEOOXOJMMOCTH TPUHSATHS KapIUHAIBHBIX MEp II0
TOJIHOM 3aMEHE CPEICTB M METOJOB 3alIUTHI HA HOBLIC, YTO CHIDKAET €€ OOy
CTOUMOCTb.

5.13. OTKpBITOCTH AITOPUTMOB M MEXaHU3MOB 3aIUTHI

CyTh npuHIMIIA OTKPHITOCTH AITOPUTMOB M MEXAHHU3MOB 3aIIUThl COCTOMT B TOM,
9T0 3alUTa HE J0/DKHA O00ECIIeYMBATBCS TOJBKO 3a CYET CEKPETHOCTH CTPYKTYpPHOM
OpraHM3alMd M AJrOPpUTMOB (YHKIMOHUPOBAHUS €€ IMOJCHUCTEM. 3HAHHE aJITOPUTMOB
paboThl CHCTEMblI 3aMIUTHI HE JODKHO /IaBarh BO3MOKHOCTH €€ IPEONONeHHs (Iake
aBTopamM). 270, O/IHAKO, HE O3HA4YaeT, 4T0 MH(popMaImsa 06 MCTIOMb3yeMbIX CHCTEMAaX M
MEXaHM3Max 3allUThl J0JDKHA OBITh 00MIIEI0CTYITHA.

5.14. Ilpocrora npUMEHEHHUS CPEACTB 3AUIUTHI

Mexanu3Mbl U METO/IbI 3AMIMTHI JOIDKHBI OBITh MHTYUTHBHO TOHSTHBI M MPOCTHI B
UCI0JIb30BaHuK. |IpuMenenne cpeacTs U METO/IOB 3aIUThl HE J0/DKHO OBITh CBA3aHO CO
3HAHHEM CIELMANBHBIX SA3BIKOB WM C  BBIIOJHEHWEM JeHCTBHiA, TpeOyrommx
3HAYUTENIbHBIX JOTIOTHUTETbHBIX Tpyao3arpar pu 00BIYHOM pabote
3apErUCTPUPOBAHHEIX MOJIB30BATENICH, a TaKke HE JO0DKHO TpebOoBaTh OT MOJIB30BATENS
BBITIOJIHEHUS PYTUHHBIX MAJIOTOHATHBIX €MY ONEparivid.

5.15. OGOCHOBAaHHOCTB M TEXHUYECKAs PeaT3yeMOCTh

HupopManmoHHbIe TEXHOIOTHH, TEXHUYSCKHE W TIPOrPAMMHEIE CPE/ICTBA, CPEICTBA
U MEpbI 3alUThl MHGOPMAIMK [O0DKHBI OBITH peaM30BaHbl Ha COBPEMEHHOM YPOBHE



/A3BMTHA HAYKH U TEXHUKH, 00OCHOBAHBI C TOYKH 3PEHHS JOCTIKECHUS 3aJaHHOTO YPOBHS

0e30MacHOCTH MH(pOPMAIMH M SKOHOMHYECKOH I1€71€C000pa3sHOCTH, a TaKKe IOJDKHBI
COOTBETCTBOBATh YCTAHOBJICHHBIM HOpMaM W TpeGoBaHMsAM 10 O€30IaCHOCTH
UH(pOpMAaLIHH.

5.16. Crenmanusanus ¥ IpoecCHOHATH3M

IIpeanonaraer mpuBneueHre K pa3paboTKe CPENCTB W pealM3alMi MEpP 3allUThl
HHOOPMAIMK  CICHMAIM3UPOBAHHBIX OpraHu3aliii, Haubojee MOArOTOBJIEHHBIX K
KOHKPETHOMY BHJIy JAEATEIBHOCTH MO o0ecredeHnio 06e30macHOCTH HH(OPMAIMOHHBIX
PeCcypcoB, MMEIOMIMX OMNBIT MPAKTHYECKOM paGoThl U rOCYJAPCTBEHHYIO JMIIEH3UIO Ha
IpaBo OKasaHusd ycayr B oToi obnactv. Peanwsauus aaMMHUCTPATHBHBIX MeEp H
JKCIUIyaTaluuss  CpPEeACTB  3alIMThl  JODKHA  OCYHIECTBISTHCS — MPO(ECCHOHAILHO
NO/INOTOBJIEHHBIMU CHELMATUCTAMH Y TIPABIICHUS.

5.17. OG6s3arebHOCTh KOHTPOJIS

IIpenmonaraer 00sA3aTeTBPHOCTh U CBOEBPEMEHHOCTH BBLISIBJICHHS M IPECEYECHHUS
MOIBITOK HApyILIEHUs YCTAHOBJICHHBIX MpaBuil, o0ecnieueHus 6€30MacHOCTH HH(POPMAIIH,
Ha OCHOBE MWCHONb3YEMBIX CHUCTEM M CpPEACTB 3alUThl WH(OpMAIMH, TpU
COBEPIICHCTBOBAHUM KPUTEPHEB M METOAOB OLIEHKH (PQEKTHBHOCTH 3THX CHUCTEM U
CPE/CTB.

KoHTpois 3a AesTenbHOCTBIO JII000T0 MoJIb30BaTesl, KOK/JI0r0 CPe/ICTBA 3alUThH U
B OTHOIIEHHWH JIHOOOro 00BEKTa 3aIUTHI JODKEH OCYIIECTBIATHCSA HA OCHOBE IPUMEHEHUS
CPE/ICTB  ONEPATHBHOIO KOHTPOJIS W PETUCTpalMM M JOJDKEH OXBaThiBaTh Kak
HECAHKIIMOHMPOBAHHBIE, TAK M CAHKIMOHUPOBAHHbIC JEHCTBHA MOIb30BATEICH.

Kpome Toro, s3¢pdpexruBHas cucrema obecreueHus HHGOPMALHOHHOM 0€30MaCHOCTH
TpeOyeT HaIM4YMsA afekBaTHON M BceoObeMITIomel MHPOPMAMKA O TEKYHIEM COCTOSHHH
IPOLIECCOB, CBA3AHHBIX C JBIDKEHWEM WH(OpPMAlMMd M CBEACHUU O COOMIOJCHUH
YCTaHOBJICHHBIX HOPMATHBHBIX TpeOOBaHMii, a TalKe AONOJHUTEIBHON HH(pOpMaLUY,
UMEIOMEH OTHOMICHHE K IPHHATHIO peieHuid. Mupopmaimsa nomkHa OBITh HAIEKHOM,
CBOECBPEMEHHOM, OCTYNHOM M NMPaBUIBHO 0(OPMIICHHOIA.

Henocrarku crcreMsl o0ecriedeHus: HHPOPMAIIMOHHOMN OE301IaCHOCTH, BHIsSBICHHBIE
corpynuukaMu  MBAOY Ne29, [0KHB HEMEUICHHO [OBOJUTHCS IO CBEIACHHS
pykoBoxuresst MBAOY Ne29 u onepatuBHO YCTpPaHATHCS. BOMPOCH], KOTOpbIE KaXKyTCs
HE3HAYUTEIBHBIMH, KOIJIa OT/ECIBHBIE MPOLECCH PACCMATPUBAIOTCS M30JMPOBAHHO, MPU
PacCMOTPEHUM HX Hapsay C JAPYIMMH acleKTaMM MOTYT YKa3aTh Ha OTPHIATEIbHBIC
TEHJICHIIMK, TIpO3Se NepepacTd B KpPYNHBIE HEJOCTAaTKH, €CIM OHH He OyayT
CBOEBPEMEHHO YCTPAHEHBI.

6. Mepsi o0ecniedeHus: HHPOPMALMOHHOH GE30MacHOCTH

Bee Mepel obecnieuenus 6e30macHOCTH ‘UHPOPMAUMOHHBIX cucTteM MBIIOY Ne29
NOJPA3/IeNAOTCA Ha:

6.1. 3axoHoparenbHbIC (IPABOBBHIC) MEPHI 3AIIUTHI

K nmpaBoBbIM MepaM 3aiiuThl OTHOCATCS JNEHCTBYIOIIUE B CTPAHE 3aKOHBI, YKa3bl U
HOPMATHBHBIE AaKThl, pPErJIAMEHTHPYIOIIME I@paBwia olpameHus ¢ uHpOpMaIHei,
3aKpeIUIIoMMe npaBa U 00A3aHHOCTH YYaCTHUKOB HMH()OPMALMOHHBIX OTHOIIEHWH B
nporecce Ux 00pabOoTKH U MCIIOIb30BaHMs, a TAKKE YCTAHABIMBAIONINE OTBETCTBEHHOCTh
3a HApyIIeHHs 3THUX npasuil. [IpaBoBbie Mepsbl 3aUTHL HOCAT B OCHOBHOM YIIPEXKIAIOIIMIA,



poduIaKTHYECKUH XapakTep W TPeOYIOT NOCTOSHHOM pPasbACHUTENHHOM paboTH ©
10JIL30BATENAMU M OOCITYKMBAIOIIMM TIEPCOHAIOM HHPOpPMAIMOHHBIX cucTeM MBJIOY
No29.

MopanbHO-3THYECKHE MEPBI 3AIUTHI

K MOpajbHO-DTHYECKMM MepaM OTHOCATCS HOPMbI [OBEJEHHS, KOTOpBIE
TPAJULMOHHO  CIOKWIMCh WIM  CKIAJbIBAOTCA 10 Mepe  pacripoCTpaHeHus
MH()OPMAIMOHHBIX TEXHOJIOTHI B 00ImecTBe. DT HOPMBI GONBIIEH YACTHIO HE SBISIIOTCS
00s3aTeIbHBIMY, KaK 3aKOHOJATENIbHO YTBEPIKICHHBIC HOPMATUBHbBIC aKThl, OJHAKO, WX
HECOOJIFO/ICHHE MOXET NMPHBECTH K NAJCHHIO aBTOPHUTETA, MPECTIDKA YeJIOBEKA, TPYIIIBI
vt Wi MBJIOY Ne29 B niennoM. MopaibHO-3THYECKHE HOPMBI GBIBAIOT KAK HEIHCAHBIE,
TaK M I[HCaHble, TO €CTh O(OPMIEHHbIE B HEKOTOPHIM CBOJ (yCTaB) MNpaBHi WM
npeamcaniii. MopanbHO-3TUYECKHE MEpBl 3aIlUThl SBISIOTCS MPO(YUIAKTHICCKUMU H
TPEOYIOT MOCTOSHHOM paboThl MO CO3JAHHIO 3[0POBONO MOPAILHOr0 KJIMMAara B
KOJIJIEKTHBE.

6.2. TexHOJIOrHYeCKHe MEPHI 3aIHTHI

K nanHoMy BHly Mep 3alMTBI OTHOCSTCS PA3HOTIO POJA TEXHOJOTHIECKHE PEIeHHIs
U IIPUEMBbI, OCHOBAHHBIC HA HCMOJB30BAHUU HEKOTOPBIX BHAOB M30BLITOYHOCTH
(CTPYKTYpHOH,  (yHKIMOHANBbHOM, HH(DOPMAILMOHHOM, BPEMEHHOW M T.OL) |
HAlNpaBJICHHBIC Ha YMEHBIIEHHE BO3MOMKHOCTH COBEPHICHHS COTPYIHMKAMH OIMUOOK M
HapYIICHUH B paMKaX IPEI0CTABICHHBIX UM TPAB M IOJIHOMOYHIA.

6.3. Oprasu3aloHHbIE (aIMUHHUCTPATHBHBIE) MEPBI 3ALIUTHI

OprauvsaiuoHHble  (aJIMMHHCTPATHBHBIE) MEPHl  3aAIMTBI - 3TO  MEpbl
OPraHM3alMOHHOrO  XapakTepa, PeriiaMeHTUPYIOLME TPOIEcChl  (PYHKIMOHHPOBAHUS
cucTeMbl  00paboTKM  MH(OPMALMK, WCTONB30BAHME €€ PECYPCOB, JIESTENBHOCTh
00CITyKUBAONIETO TEPCOHANA, a TaKXKe MOPSAOK B3aUMOJEHCTBHS MOJB30BATENCH C
CHUCTEMOi Takum 00pa3oM, 4ToObl B HAUOOJbIIEH CTENEHH 3aTPyAHHTh WIH HCKIHOYHTH
BO3MOXKHOCTb peaIi3ali Yrpo3 6€30I1aCHOCTH WM CHU3HUTH Pa3Mep IOTEPh B CIydae MX
peanu3aimm.

6.4. ®opMupoBaHKe MOJUTHKA OE30IIACHOCTH

I'naBHas wnenp  aJIMHHUCTPATHUBHBIX Mep, TNPEANPUHAMAEMBIX HAa  BBICIIEM
YIPABJICHYECKOM YpOBHE - C(OpPMHpOBAaTh TMOJHMTHKY B 001actd o0ecrnedeHus
OesomacHOCTH HHpOPMAIHMH (OTPAKAIOIIYID MOAXOAB K 3amure HHOGOPMALMM) U
00eCneynTh €€ BHIIIOTHEHHE, BhIAEISA HEOOXOUMbIE PECYPCHI M KOHTPOIUPYS COCTOSHHE
Je.

C mpakTHdeckoil TOUKM 3peHUs MOJHMTHKY B 06sacTu obecreyeHns: 6e30macHOCTH
napopman 8 MBJIOY Ne29 nenecooGpasHo pasGurh Ha asa yposHS. K BepxHemy
YPOBHIO OTHOCATCS PEIICHHS PYKOBOACTBA, 3aTparuBatonime aesreabHocts MBJIOY Ne29
B 1enoM. [lomuTuka BepxHero ypoBHS JOJDKHA YETKO OYEPTUTH c(epy BAMSHHA H
OrpaHUYCHUs [P ONPE/IEICHNH 1eJIei 6e30I1aCHOCTH MH(OPMALIMH, OTIPEAEHTh KaKUMH
pecypcamMu  (MarepHaibHbIMHM, CTPYKTYDHBIMH, OpPTaHM3alMOHHBIMH) OHH  OYIyT
JAOCTUrHYTBI, M HAWTH pPa3yMHBIA KOMIIDOMHCC MEXIY [PUEMIIEMbIM YPOBHEM
0e30nacHOCTH U (YHKIIHOHATBHOCTBIO.

[TonuTrka HWKHErO YpPOBHS, ONPENENSeT MPOLEAYPHI, W NPaBHIA JOCTIDKCHUS
neneil u peuieHus 3ana4 6e30MacHOCTH MHOOPMALMKY U JETATH3UPYET (PEraMeHTHPYET)
ITH NPaBUJIA;

A A
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— KaKOBBI PO M 00S3aHHOCTU JOHKHOCTHBIX JIMLL, OTBEYAIOIIME 3a IIPOBEICHUE
A0JIUTUKH 0€30macHOCTH HH(popMaLMK;

— KTO MMEET mpasa A0CTyNa K MHPOPMALMH, KTO U MPU KAKUX YCIOBHAX MOXKET
YUTaTh ¥ MOJUPUIMPOBATH UHGOPMALIMHU U T. .

[TomuTrKa HIDKHETO YPOBHS JOJDKHA:

— MpeayCMaTpUBaTh pPErjaMeHT HMH(OPMALMOHHBIX OTHOIICHWH, HCKIHOYarOIIHX
BO3MOYKHOCTh TPOWM3BOJIBHBIX, MOHOIIOJBHBIX WM HECAHKIMOHMPOBAHHBIX JEHCTBHI B
OTHOILEHWH HH(POPMAIIMOHHBIX PECYPCOB;

— ONpeAeNaTh KOATHIIMOHHBIE U HepapXHUIECKUE NIPUHLIMITBI M METOIBI pa3IelIeHus
CEKPETOB M pa3rpaHUYEHuUs J0CTyIIa K HH(OpMaIiH;

— BBIOMpPATH NPOrpaMMHO-TEXHUYECKUE (ammaparHbie) CPeACTBa MPOTUBOAECHCTBHA
HCJl, ayreHTHpukaumu, aBTOPH3aLMM, WICHTH(GUKAIMA M JAPYIMX  3aliUTHBIX
MEXaHW3MOB, O00ECTICUMBAIONIMX TApaHTHH pealM3allMd IpaB M OTBETCTBEHHOCTH
CyOBeKTOB HH()OPMALIMOHHBIX OTHOILECHHUIA.

6.5, PeryiamenTraiys A0CTyna B IOMEIIEHHS

KomnosenTsl MH(OPMAIMOHHBIX CHUCTEM JO/DKHBI PasMellarbcs B IOMEIIEHUX,
HAXOMAIIMXCA TIOJ OXPaHOW WIM HaOMOACHHUEM, HCKIIOYAIOMUM  BO3MOXKHOCTh
GECKOHTPOJIBHOTO MPOHUKHOBEHUS B TIOMEMICHHUS IOCTOPOHHUX JIAL U 00€CIICUHMBAFOIIHM
(U3MYECKYI0 COXPAHHOCTh HAXOMSIMMXCS B TOMEINEHMM 3alMIIAEMBIX PECYPCOB
(moxymentoB, APM u T.n.). Y0opka Takux NOMELICHHH J[0J/DKHA IIPOM3BOJUTHCS B
NPUCYTCTBHH  OTBETCTBEHHOI'0 COTPYAHMKA, 3a KOTOPBIM 3aKPEIUICHbl JaHHbBIC
KOMIIOHEHTBI, ¢ COOJIFOICHUEM MeEp, MCKIIOYAIOIMX JOCTYIl IIOCTOPOHHUX JIMI[ K
3alUIaeMbiM HH(OPMAILTMOHHBIM peCypcam.

Bce mnocropoHHme Mpa JONYCKalOTCS B TOMEINEHHA ¢ KOMIIOHEHTaMH
UH(OPMAIHOHHOH CUCTEMBI TOJBKO B IPUCYTCTBHU COTPYAHUKOB Y IIPABICHHUA.

ITo oxoHuanum paGovero JHs, MOMEIIEHHS, B KOTOPBIX PasMEIaloTCs KOMIIOHEHThI
uHpopmaroHHbIX cucteM MBJIOY  Ne29, nomkHbl 3anMparbes Ha KIOY, 110
BO3MOXKHOCTH ONEYaThIBATHCSL.

B cnywae ocHameHus NMOMEMEHUHA CPEeACTBAMH OXPAHHOM CHIHAIM3AIMM, a TAKKE
aBTOMATH3HUPOBAHHOM CHCTEMOM NpPHEMa W PErMcTpaliid CUTHAJIOB OT JTHX CPEJICTB,
IpUEeM-CIada TaKKX MOMEIeHUH 01 OXpaHy OCYLIECTBIIAETCS Ha OCHOBAHMH CIIEUAIIbHO
pa3zpabaTsiBaeMOi HHCTPYKLIMH.

6.6. Pernamenranps JOMycKa COTPYIHMKOB K HCIIOJIB30BAHUIO MH(POPMALMOHHBIX
pecypcoB

B pamkax pa3pemuTenbHOil CUCTEeMBbl (MAaTpHiibl) JOCTYIA YCTAHABIUBACTCH. KTO,
KOMY, KaKyl WH(pOpMaIMIO W JUIsi KaKoro BMIa JOCTYIIa MOJKET MIPEIOCTaBUTh W IPU
KaKHUX YCIOBHSX. ;

Jlonyck nojib3oBareneit k pabore ¢ UHGOPMAITMOHHBIMU CHCTEMAMHM M JIOCTYIT K X
pecypcaM Jo/bKeH OBITh CTPOro perjaMeHTHpoBaH. JIoOble M3MEHEHMS cocTaBa M
MOJTHOMOYHIA MOJIb30BaTeNei TMOJACHCTEM [O/LKHBI TPOM3BOJUTHECH YCTAHOBJIEHHBIM
TIOPSIIKOM.

VpoBeHb NOJIHOMOYMI KaXKIOTO TIONb30BATENA ONPEACNACTCS HHAUBHIYAIBHO,
coburo1as cneayromue TpedoBaHus:
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— K@KIBIH COTPYAHHMK IOJb3YETCA TONBKO NPEANHCAHHBIMU €My IIpaBaMH I10
OTHOIICHHMIO K MH(POpPMAIMH, C KOTOPHIMH eMy HeoOXoquMma paboTa B COOTBETCTBHH C
JOIKHOCTHBIMU 00513aHHOCTAME. Paciipenne mpae A0CTyna u MpeaoCcTaBIeHHe 0CTyIA
K JIONOJHUTENbHBIM HH(OPMALMOHHBIX pECypcaM, B O0S3aTENBHOM TOPS/KE, TODKHO
COIJIaCOBBIBATHCA € 3/IMHHUCTPATOPOM 0€30MaCHOCTH MH(pOPMALIIH;

— pykosoautenb MBJIOY Ne29 mmeer nmpaa Ha mpocMOTp MH(pOPMAIMM CBOMX
NOAYMHEHHBIX TOJBKO B YCTAHOBJICHHBIX IIPEJEIaX B COOTBETCTBHMH €O CBOMMH
JOJDKHOCTHBIMH O0SI3aHHOCTSMM.

Bee corpymnuku MBJIOY Ne29u o6ciyKuMBaroIumii 1epcoHan, MODKHBI HECTH
NEPCOHAILHYIO OTBETCTBEHHOCTh 33 HAPYIIEHMS YCTAHOBJIEHHOTO MOpsKa 00paboTKH
HH(GOPMALMK, TPaBHI XPAHEHHWS, WCIOJIB30BAHMA M TEPeaud HAXONAIMXCS B WX
PacnopsHKEHUHU 3aUIMIIAEMBIX PECYypCcoB cucTeMbl. Kakapiii coTpyaHMK (IpU npueme Ha
paboTy) NO/DKEH MOAIMMCHIBATh OOS3aTENBCTBO O COOMONEHMH M OTBETCTBEHHOCTH 34
HapYyIICHUE YCTAHOBJICHHBIX TPEOOBaHUA 110 coXpaHeHmIO uHpopMaru MBJI0Y Ne29

Oo6pa6orka 1111 B koMnoHeHTax HHOOPMAIMOHHBIX cucTeM MBJIOY Ne29 nomkua
MPOU3BOIUTLCS B COOTBETCTBHH C YTBEPIKICHHBIMH TEXHOJIOTHYECKUMH UHCTPYKIMAMU.

6.7. PernameHTanysa NpoLEccOB 0OCITYKUBAHHS M OCYIIECTBIICHYS MO (pUKAITH
armaparHbIX U IPOrpaMMHBIX PECypCcoB

B memix moiepxkanus pexuma HHYOPMAIMOHHON GE30MACHOCTH AIMIAPaTHO-
NporpaMMHasi  KOH(Urypauys aBTOMaTH3UPOBAHHBIX pabOYMX MECT COTPYIHHKOB
YIpaBieHust, ¢ KOTOPHIX BO3MOKEH JOCTYIl K pecypcaM HH(OPMALMOHHON CHCTEMSI,
JAOJDKHA ~ COOTBETCTBOBATh  KPYry BO3JOKEHHBIX Ha JaHHBIX  [OJIB30BaTeNeit
(YHKIMOHATHHBIX 00S3aHHOCTEIA.

B KoMIioHeHTaX HH(OPMAIMOHHOMN CHCTEMBI M Ha PabOYMX MECTax MOJb30BaTeNel
JOJDKHBI yCTaHABIUBATHCS ¥ MCTIOb30BAThCA JIMLIEH3HOHHbIE IPOTPAMMHbIE CPE/ICTBA.

6.8. Obecmevyenne ¥ KOHTPOJIb (U3HYECKOH IIEJIOCTHOCTH (HEM3MEHHOCTH
KOH(pUTYpaLH) almapaTHeiX PECYPCOB

O6opynosanne HHO)OPMALMOHHBIX CHCTEM, HCNONL3YEMOE JUISL JOCTYNIA M
XpaHeHUs UHQOPMALKMK, K KOTOPOMY JOCTYII 0OCITYKHBAIOLIEr0 MEPCOHANA B MPOLECCe
SKCIUTyaTalK He TPeOyeTCs, M0C/Ie HaNnaJ049HbIX, PEMOHTHBIX ¥ HHBIX PaboT, CBA3AHHBIX
C AOCTYIIOM K €r0 KOMIIOHEHTaM J0JDKHO 3aKPhIBAThCS.

6.9. Iloxbop 1 MOAroTOBKA MEpPCoHaa, 00yHeHHE M0NIb30BaTeNelH

llonb30Barenu uHpopMaHOHHBIX crcteM MBIOY Ne29, a Takke pyKoBOISIINIA 1
00CITY)KHBAIOIIMIT NEPCOHAN  JIOJDKHB  ObITh  O3HAKOMIIEHBI CO CBOMM YPOBHEM
MOJTHOMOYHIA, a TAKKE OPraHu3alOHHO-PACTIOPS/IMTEILHOM, HOPMATHBHOM, TEXHUYECKOM
M OKCIUTyaTalMOHHOM JIOKYMEHTAlMEH, omnpeiensiomell TpeGoBaHus M  IOPSIOK
o6paborku uadpopmargn B MBJIOY Ne29.

OGecrnieyenne Ge3omacHOCTH HHOOPMALME BO3MOKHO TOJILKO TOCNE BBIPAGOTKH y
NOJIb30BATENICH OIMpPENENEHHON KyJbTYphl paboTHI, T.€. HOPM, 00A3aTeNbHBIX IS
MCTIOJIHEHHUS BCEMM, KTO paboTaer ¢ MH(pOPMAIMOHHBIMH pecypcamu Ympasnenus. K
TaKUM HOPMaM MOKHO OTHECTH 3aNpelIeHHe JOOBbIX YMBIIUIEHHBIX WIH HEYMBIILIEHHBIX
JIGHCTBHH, KOTOPbIE HApyIIAIOT HOPMAIbHYIO PAbOTy KOMIIOHEHTOB MH(OPMAIMOHHBIX
CHCTEM, BBI3bIBAIOT JIOTIOIHUTE/ILHBIE 3aTPAThl PECYPCOB, HAPYMIAIOT IEIIOCTHOCTh
XpaHuMOH W oOpabarbiBaeMoli  MH(OPMALMYM, HAPYIIAIOT HHTEPECHl  3aKOHHBIX
TI0JIb30BATENIEH, BIAJC/IbIIEB HIH COOCTBEHHUKOB.
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Bee mnonb3oBarens MHQOPMALMOHHBIX CHCTEM JODKHBI ObITh O3HAKOMICHBI C
JPTaHU3aUMOHHO - PACIIOPSAMTENBHBIMH JOKYMEHTAMH 110 00€CreYeHHI0 6e30macHOCTH
uapopmam  (ITIn) MBJIOY Ne29, B wactw, MX Kacarouieics, 0KHB 3HATH W
HCYKOCHUTENBHO BBINOIHATh HHCTPYKLMH M 3HATH 00LIME 00S3aHHOCTH TI0 00eCIIeYeHHIO
OesonacHocTn uHdopmarwy. JloBeneHue TpeGoOBaHMI yKa3aHHBIX JIOKYMEHTOB J10 JIMII,
JIONYIMEHHBIX K 00paborke 3ammmaemMoii MHpOPMALMK, T0DKHO OCYIIECTBIATHCS IO/
POCIINCE.

6.10. OTBETCTBEHHOCTh 3a HAPYUICHHS YCTAHOBIEHHOTO IOPSIAKA TOJIb30BAHUS
pecypcamu MH()OPMAIHOHHON CHCTEMBI

Mepa OTBETCTBEHHOCTH MepcOHana 3a JAEHCTBHS, COBEPIICHHBIC B HapylieHue
YCTAQHOBJICHHBIX NpaBuil obecricyeHus GezomacHoil paboThl ¢ WH(pOpMalmMel, NODKHA
ONPCACIATHCA HAHECCHHBIM YIIEPOOM, HAIMYMEM 3]I0T0 YMBICIA U APYTHMH (DAKTOpaMM
10 YCMOTPEHHIO pykoBojacTBa MBJIOY Ne29,

JUis peanusanmy NpUHIMIE [EPCOHAIBHON OTBETCTBEHHOCTH MOJB30BATENCH 32
CBOM JEMCTBUS HEOOXOIHMBI:

— MHJMBU/yalbHAs HACHTHQUKANWSA TI0Nb30BATENEl ¥ MHMIMHPOBAHHBIX HMHA
NIPOLECCOB, T.€.. yCTAHOBJICHUE 3a HUMM HaeHTH(uUKatopa (login, Username), Ha 6Gase
KOTOPOro Oy/eT OCYIIECTBIATLCS PasTPaHHuEHHe JOCTYIIA B COOTBETCTBHH C IIPUHLIANIOM
000CHOBaHHOCTH JOCTYIIA;

— IPOBEPKa MOTMHHOCTH T10JIb30BaTENCH (ayTeHTH(HKALHSA) HAa OCHOBE [apOJIeii;

— PeaKiysd Ha [MONBITKH HECAHKLMOHMPOBAHHOIO JIOCTYIA (CHUTHAIM3AIS,
OJIOKHpOBKA U T.11.).

6.11. Cpencrsa oGecrieueHus 6e30MacHOCTH HHMOPMALMK

Jlns obecrieyenns WH(MOPMAIMOHHON 6€30NaCHOCTH HCIIOIB3YHOTCS CIIEAYIOIIHE
CPE/ICTBA 3aIUATHL:

Ousnyeckue cpeacTna 3aluThl

Ou3uueckue Mepbl  3aUIMTHI  OCHOBAHBI HA TNPUMEHEHHH pPasHOro pona
MCXaHUYCCKUX, DNICKTPOHHBIX HIIH DJIEKTPOHHO-MEXaHUYECKUX YCTPONCTB M COOPY/KEHMIA,
CHCLMAIBHO NPEAHA3HAYCHHBIX IS CO3JaHus (PM3UYECKMX MPENSTCTBHIA HA BO3MOYKHBIX
OyTAX NPOHWKHOBCHHSA M JOCTYNA MOTEHUMAIbHBIX HAPYIIMTENEH K KOMIIOHEHTaM
CHCTEMBI H 3alMINACMO MH(pOPMALMM, a TaKXKEe TEXHWYECKHUX CPEJACTB BH3YAILHOTO
HaOJIIOICHHS, CBSI3H U OXPAHHOM CUTHATM3AIHH.

Jlnst obecnievenms usmaeckoil Ge30MACHOCTH KOMITOHEHTOB HH(OPMALOHHBIX
CUCTEM  HEOOXOJMMO  OCYIIECTBIATh PAJ OPraHM3AMOHHBIX W TEXHMYECKHX
MEPOIPUATHH, ~BKJIHOYAIONIMX: MPOBEPKY O00OPYAOBaHMs, NPEJIHASHAYEHHOrO /UIS
06paboTtku uHpopMaIMy, Ha:

— HaJIMYue CICHHAIBHO BHEPEHHBIX 3aKJIAHBIX YCTPOICTB;

— BBCJCHHE JIOTIONHUTENBHBIX OTPAHWYEHHMI IO JOCTYMY B IIOMEIICHHS,
NpeIHasHaYeHHbIE IS XpaHeHUA U 00paboTKH HHPOPMALIAH;

— 0obopy/oBanue cucTeM HHGOPMATH3AUMM YCTPOMCTBAMM 3amUTHI OT COOEB
JICKTPONHUTAHUS M [IOMEX B JIMHUSIX CBSI3H.

Texnudeckue cpeacrsa 3ammTel

Texuuyeckue — (anmapaTHO-NpOrpamMMHbBIE) MEPHl  3aUATHI  OCHOBAHBI  Ha
HCMONB30BAHMA  PA3JIMYHBIX OJJICKTPOHHBIX YCTPOHCTB M CIENHAJBHBIX IPOrpaMM H
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| IMOJTHSIONAX (CAMOCTOSTENFHO MM B KOMILIEKCE C JPYrMMH CPE/ICTBAMH) (yHKIMH
s;amuThl (MAeHTHGUKAIMIO W ayTeHTU(HKAIHIO 110J1b30BaTeNeH, pasrpaHuICHUe 10CTyIIa
K PECYpCaM, PErUCTPALIHIO COOBITHH, KPUIITOrpaduiecKoe 3aKphITHE uadgopMaImm 1 T.J1.).

C vyueroM Bcex TpeOGOBaHMH ¥ TIPUHIMNOB oOecredeHs Oe30macHOCTH
vH(OPMALMK 110 BCEM HANPaBJICHHAM 3ALIMTHI B COCTAB CUCTEMBI 3AIUTHI JOJDKHbI OBITh
BKJIFOYEHBI CJICIYIOIHE CPEJICTBA:

— Cpe/ICTBA pa3rpaHUYuEeHHMs J0CTYIIA K JaHHBIM;

— CpeJCTBAa PETHCTPALMM A0CTYNA K KOMIIOHEHTaM MH(OPMAIHOHHOH CHCTEMbI 1
KOHTPOJISI 33 MCTIOTF30BAHHEM MH(OpMAILIHH,

— cpeicTBA  pearupoBaHWs HAa  HApYIIeHMs pexuMa  HMH(POPMAIMOHHOH
0€301MacHOCTH.

Ha TexHHYECKUE CPE/CTBA 3AIMUTHI BO3IAracTCs PEHICHHE CIEIYIOUMX OCHOBHBIX
3aa4;

— WAeHTH(HUKAIMA W ayTCHTHOHKAIMs I0JIb30BATENIC MPH MOMOIM HMMCH WM
CIEIHATbHBIX aNMaparHbIX CPE/ICTB,

— perjameHTaiys ¥ YIpaBieHHe JOCTYIIOM [OJb30Bareliel B MOMEMIEHH, K
(U3UYECKUM U JTOTMYECKUM YCTPOUCTBAM;

— 3ammTa OT MNPOHMKHOBEHMS KOMIBIOTEPHBIX BHUPYCOB H Pa3spyHIMTEILHOIO
BO3/IEHCTBUA BPEIOHOCHBIX IIPOrPaMM,;

— perucTpanys BcexX JCHCTBHM TMOJIb30BaTEeNs B 3AIMMIIEHHOM JKypHAJIC, HATHIHC
HECKOJIBKHX YPOBHEH perucrpanum,

— 3aI0UTA JAHHBIX CHCTEMBbI 3amMThl Ha (aitioBoMm cepBepe OT J0CTyna
TI0Nb30BATE/IEH, B YbM JODKHOCTHBIE 00S3aHHOCTH HE BXOTHT pabora ¢ HH(OpMaLMH,
HaxosIeiics Ha HEM.

CpeicTBa WACHTH(HKAIMHA U ayTCHTH(UKAIMK [0JIb30BaTeNeH

B memsx mnpeaoTBpamieHus pafoThl ¢ pecypcamMu MH(OPMALMOHHBIX CHCTEM
IIOCTOPOHHMX JIMI[ HEOOXOJUMO O00ECIEYMTh BO3MOXHOCTH PACIO3HABAHMS KAKIOTO
JIErajbHOrO TONb30BaTeNs (WIM TpymI monb3osarenei). Jins MICHTH(QUKAMH MOTYT
NPUMEHATHCA PA3IMYHOTO POJA YCTPOMCTBA: MArHUTHbIE KAPTOUKH, KIKOYM, KIHOYUCBBIC
BCTaBKH, JUCKETHI U T.IL

Aytentudukanus (NOATBEPKACHHE TOUTMHHOCTH) TOJIB30BATEICH TAKKE MOKET
OCYIIECTBIIATHC:

— nyTeM TpOBEPKM Haivuusi Yy [OIb30Bareell Kakux-nmubo — crienHanbHbIX
YCTPOMCTB (MAarHUTHBIX KAPTOYEK, KIFOYEH, KIIFOYEBBIX BCTABOK U T.4.);

— IyTeM MPOBEPKU 3HAHUS MMM I1apOJICH;

— MyTEM TPOBEPKH YHUKATBHBIX (PM3MYECKUX XapaKTEPUCTUK H IIapaMETPOB CaMHX
TI0JIb30BATENEll IPH MOMONIH CHEIHATLHBIX OHOMETPHUECKHX YCTPOHCTB.

Cpencrsa pasrpaHMYeHHs 10CTyA

30HBI OTBETCTBEHHOCTH M 3@JIa4d KOHKPETHBIX TEXHMYCCKMX CPE/ICTB 3allMThI
YCTAHABJIMBAKOTCSA MCXO/M M3 MX BOSMOXHOCTEH M SKCIUTyaTallMOHHBIX XapaKTepUCTHK,
OIMCAHHBIX B JOKYMEHTALMH HA JIaHHBIC CPE/ICTBA.

TexHUUECKUE CPEICTBA PA3TPAHUYEHHS [JOCTYNA JOKHBL TI0 BO3SMOXXHOCTH OBITh
COCTaBHOM YaCThIO €AMHON CUCTEMBI KOHTPOJIA IOCTYTIA!

— Ha KOHTPOJIUPYEMYHO TEPPHUTOPHIO;

AL



— B OTJICJIbHBIE TIOMEIICHNS,

— K KOMIIOHEHTaM HH(OPMAILMOHHOM CPe/ibl W SEMEHTaM cHcTeMbl 3ammThl [1/1H
(puzmueckuit focTyn);

— k uH(OPMAIMOHHBIM pecypcaM (JOKYMEHTaM, HOCHTEISIM —HH(pOpMaluy,
daitnam, Habopam JaHHBIX, APXMUBAM, CTIPABKaM H T.1.);

— K aKTHBHBIM pecypcam (IPHKJIAIHbIM POrpaMMaM, 3a/1a4am U T.IL);

— K ONEpalMOHHON CHCTEME, CHCTEMHBIM NIPOrpaMMaM M POrpamMmaM 3aiiuThl.

Cpencraa obecrieueHus ¥ KOHTPOJIS eI0OCTHOCTH

CpenctBa ofecriedeHyst IETOCTHOCTH BKJIIOYAIOT B CBOM COCTaB  CpeICTBa
PE3ePBHOTO  KONMPOBAHWS, TPOTpaMMbl ~ AHTHBHPYCHOH  3AIIMTBI,  [POTPAMMBbI
BOCCTAHOBJICHHS IIETTOCTHOCTH OMEPALMOHHOMN Cpe/ibl U 0a3 JaHHbIX.

CpencTBa KOHTPOJNSA — LIENOCTHOCTH — HMH(OPMALMOHHBIX  PECYPCOB  CHUCTEM
Npe/HA3HAYEHbl /UL CBOGBPEMEHHOTO OOHApYKeHWS MOIM(UKAIMH MM MCKAKCHIA
pecypcoB crcteMbl. OHM TIO3BOMSAIOT 00ECTEYUTh NPABUILHOCTH (YHKIMOHUPOBAHUS
CHCTEMBI 3aIMTH ¥ HEIOCTHOCTh XpaHUMON 1 00pabaTbiBagMoil HH(pOpMAIHH.

KOHTPOIb. HENOCTHOCTH MH(OPMAMA H CPEJICTB 3AIIUTHI, C LEIbI0 00ecTIeueHns
HEH3MEHHOCTH HH(OPMAIMOHHOM CPE/Ibl, OTIPEIETACMOi PE/LyCMOTPEHHOH TEXHOJIOTHEN
06paGOTKH, M 3aIIMTHI OT HECAHKIHOHMPOBAHHOW MOAM(HKAIMH uH(pOPMALMK JIOJDKEH
obecrieumBaThC:

— CpeiCTBAMH pasrpaHd4eHMs JocTyna (B IIOMEIIEHMs, K JOKyMEHTaM, K
HOCHTENSIM HHMOPMALH, K CepBEPaM, JIOTHIECKHM YCTPOHCTBAM H T.I1.);

— CpeJCTBaMH 3IEKTPOHHOM IMOIHCH;

— CpeCTBAMH MO/ICYETa KOHTPONBHBIX CYMM (ZUISl HCTIOIB3YEMOTro NMPOrpaMMHOro
obecrieueHus).

CpezicTBa OTIEPAaTUBHOTO KOHTPOJIS M PETUCTPAIK COOBITHI 6e30MacHOCTH

CpencrBa OOBEKTUBHONO KOHTPOJSA JIOJDKHBL 00ecnieuMBarh oOHapyXeHHEe |
perucTpanmio Beex coObITHIA (IeHCTBMIA 110/1b30BaTENCH, MOIBITOK HCJI u T.11.), KOTOPBIC
MOTYT TOBJIEYb 3a €000 HapymeHue 0€30I1aCHOCTH M INPHBECTH K BOSHHKHOBEHHIO
KPM3MCHBIX CHTYalMi. AHanu3 COOpaHHOW CpeICTBAMU PErHCTPALN HH(pOpMaALUH
TI03BOJISIET BBISBUTH (PAKThI COBEPILEHHS HAPYINCHHIA, NX XapaKTep, MOCKa3aTh METO/L €ro
paccienoBanus ¥ CrocoObl MOMCKA HAPYIIMTENsS W MCHPABJICHHS CUTYaIlHH. Cpencrsa
KOHTPOJIS ¥ PErUCTPAIMH JODKHBI MPETOCTABIATh BOSMOKHOCTH:

_ BeJIHHMS W AHAI3A JKYPHATOB PETHCTPALH COOBITHII GE30MacCHOCTH (CHCTEMHBIX
JKYPHAJIOB);

— TONydeHMs TBEpJAOH KomMM (TeYar) OKypHala pPEerucTpanui cOOBITHI
0€30MacHOCTH,

— YNOPAJOYEHUs JKYPHAIOB, A TAKKE YCTAHOBJICHHMS OTPAHMYCHMH HA CPOK HX
XpaHeHus,

— OIEpaTMBHOTO OIOBEINEHMS AIMHHHCTParopa Oe30MacHOCTH uHpOpMALHHA O
HapyIIECHUSX.

[Ipu perucrpaiy coObITUH 0€30MAaCHOCTH B JKypHAJIE [M0JDKHA (pUKCHPOBATHCS
clietyromas MHhopManus:

— JiaTa U BpeMs coObITHs;

— uaeHTHHUKATOP CYOHEKTA, OCYLIECTBIISIONIEr0 PErUCTPHPYEMOE ICHCTBHE;
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— JeWcTBHE (THI JOCTYIIA).
6.12. Kontpomub 23pPeKTHBHOCTH CUCTEMBI 3aIIUTHI
Konurposs o3¢ dekTuBHOCTH 3amuThl MHQOPMALMK OCYIIECTBIAETCA C IENBIO
CBOEBPEMEHHOIO BBISBICHUS W TPEJOTBPAIICHUA YTEUKH HHpOpMALMM 32 CUET
HECAHKIIHOHHUPOBAHHOTO JOCTYIIA, a TAKXKE MPEAYNPEKICHHS BOZMOXKHBIX CIEIHAILHBIX
BO3/ICHCTBUI, HANpPABIEHHBIX HA YHUYTOXKEHME HWHQPOpPMAIMH, DPa3pylieHue CpeacTB
undopmarmzamyy. KOHTPOJIb MOXKET MPOBOAUTHCS TNPHBIEKAEMBIMH I OTOW LEIH
OpraHM3aUsIME, UMEIOIIUMH JTMIEH3HIO HA 5TOT BH A€ATEIbHOCTH.

Ouenka S(QEKTHBHOCTH Mep  3alMThl  MHpOPMAIMM  TPOBOJMTCA  C
WCTIOJIB30BAHMEM TEXHUYECKAX M TPOrPaMMHBIX CPEICTB KOHTPOJSI HA TpeaAMeT
COOTBETCTBUS YCTAHOBJIEHHBIM TPEOOBAHHSM.
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